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1. Revision History

The table below provides the version information and revision history of this document.

HH =20t a9
2.4 2022-12-16 [SNMP A Z]
* objectDetection OIDZ=7t

2.3 2022-10-18 [SNMP A&]
* hddStatus OID &7}

2.2 2021-04-01 [SNMP 7]
*SNMP v3 AHE Of| K| 37+

[SNMP E|AE]
* SNMP v3 AHE Of[H| 37}

2.2 2019-04-01 [MIB AIZ]
* x4 videoType, audioType OID &7}

2.1 2018-12-15 [MIB A&]
* serialNumber OID =7}

2.0 2018-11-01 SNMP MIB ver2.0 It

2. MIBAS

ot3HH| M0l A XS SH= OID (Object ID)= CHE2t Z#&LICE  “enterprise(l)” SHEO| “$t2tH| T (hanwhaVision,
36849)” O| @IX|st1, ototH|™ SHEO| “A|R2|E| AFRIE (securitySolution)” = “17 2 22 E|0f JASLICE
securitySolution 320l MIE=(Product Family)822 2R &M, 0| & WER 3 tHI2H(nwCam, 2)2t

AT (encoder, 4)0f sHHSH= HEZS ZHE OIDE A%t JYSLICHL ZEEH OIDE &lstHH  ‘SNMP XMIE ID
(HTW_SNMP_Product_ID_ko.pdf) EAME &=ZIMAIL.

MIB version 20| A= MZ& OID (products, 9)7t F=7}+=|R}ELICE O] OID= MA| MIE 20N M3st= ZE 7|s
shefofl ZatstL|ct,

fjo

iso(1)
| org(3)
|_dod(6)
|_internet(1)
|_ private(4)
|_enterprise(1)
|_ hanwhaVision(36849)
|_ securitySolution(l)
dvr(1

-

-

|_nv

|_ encoder (4)

|_ decoder(5)
|_ accessControK )
|_ sensor(7

|_ pcSoanare(8)
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|_ products(9)

NOTE SHE MIBHES X AZ2|Z 1.40 HE, P Al2|= 1.30 HEEE X|2IgtL|Ct,

HZ MIB AZ 2t 7HA| ID= LSt Z2ELICH Srotd|F el MZ 0| MSdt= 7|SS0] MU0 JQL, MEZEZ X|#st=

7| 50| CHELICH tHEM O 2 hddStatus®t raidStatus= X ZEX|(NVR, DVR)Of| Al X| &l gtL|Ct,

2.1. M= MIB A2t 7HA| 1D

MIB Hierarchy Object Name Value GEELAL
rite
10 11 12 13

1 modelName For example; "SRD-1670", RO
“XNP-6320H”
2 systeminfo
SystemSublnfo
1 fwVersionInfo "W XX XXXOXOOXXXXXXX RO
2 dateTimelnfo "yyyy-mm-dd hh-mm-ss" ~ RW
3 reboot "GMT+hh:mm" RW
4 factoryReset Oorl RW
5 networklnterface lto4 RO
6 alarminputCount 1to 16 RO
7 alarmOutputCount 1to 16 RO
8 sdCardCount 1to5 RO
9 serialNumber XXXXXXXX RO
avinfo

1 videoType
1 videoTypeAtCHO1 "NTSC" or "PAL" RW
2 videoTypeAtCHO02 "NTSC" or "PAL" RW
3 videoTypeAtCHO3 "NTSC" or "PAL" RW
4 videoTypeAtCHO04 "NTSC" or "PAL" RW
64 videoTypeAtCH64 "NTSC" or "PAL" RW

2 audioType
1 audioTypeAtCHO1 “G.T117 or “G.726” or RO

“AAC”

2 audioTypeAtCHO02 “G.711” or “G.726” or RO

“AAC”
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MIB Hierarchy Object Name Read/W
rite

SNMP

oW NN =

64

A W N AW N R

AW N =

audioTypeAtCHO3

audioTypeAtCHO04

audioTypeAtCH64

channelCount
netinfo

net01
macAddress01
ipAddress01
gateway01
subnetMask01
net02
macAddress02
ipAddress02
gateway02
subnetMask02
net04
macAddress04
ipAddress04
gateway04
subnetMask04
systemNotification
powerNotifcation
coldPowerOnDate
warmPowerOnDate
shutDownDate
abnormalStartDate
videoStatus

videoStatusAtCHO1

“G.T117 or “G.726” or
“AAC”

“G.711” or “G.726” or
“AAC”

“G.711” or “G.726” or
“AAC”

lto 64

XXX XX XXX XX
XXX XXX XXX XXX
"X XXX XXX XXX

XXX XXX XXX XXX

XXX XXX XX
XXX XXX XXX XXX
XX XXX XXX XXX

XXX XXX XXX XXX

XXX XXX XX
XXX XXX XXX XXX
XXX XXX XXX XXX

"X XXX XX XXX

"yyyy-mm-dd hh-mm-ss"
"yyyy-mm-dd hh-mm-ss"
"yyyy-mm-dd hh-mm-ss"
"yyyy-mm-dd hh-mm-ss"

"On" or "Vloss" or "Disable"

or "NotSupported"

RO

RO

RO

RO
RW
RW
RW

RO
RW
RW
RW

RO
RW
RW
RW

RO
RO
RO
RO

RO



MIB Hierarchy Object Name Read/W
rite

64

oW N =

16

16

videoStatusAtCHO2

videoStatusAtCHO3

videoStatusAtCHO04

videoStatusAtCH64

otherStatus
recordStatus
fanStatus
batteryStatus
beepStatus
eventStatus
alarminput
alarminputO1
alarminputStatus01
alarminputDate01
alarminput02
alarminputStatus02
alarminputDate02
alarminputl6
alarminputStatus16
alarminputDatel6
alarmOutput
alarmOutput01
alarmOutputStatus01
alarmOutputDate01
alarmOutput02
alarmOutputStatus02
alarmOutputDate01
alarmOutputl6
alarmOutputStatusl16

"On" or "Vloss" or "Disable"
"NotSupported"

"On" or "Vloss" or "Disable"
or "NotSupported"

"On" or "Vloss" or "Disable"
or "NotSupported"

"On" or "Vloss" or "Disable"
or "NotSupported"

"On" or "Off" or "Fail"
"OK" or "Fail"
"OK" or "Fail"
"On" or "Off"

"Low” or “High”
"yyyy-mm-dd hh-mm-ss"

IILOW” Or “High”
"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”
"yyyy-mm-dd hh-mm-ss"

"Low” or “High”
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RO

RO

RO

RO
RO
RO

RO
RO

RO
RO

RO

RO
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RO
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RO
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MIB Hierarchy Object Name Read/W
rite

alarmOutputDatel6 "yyyy-mm-dd hh-mm-ss"
3 motionDetection
1 motionDetectionAtCHO1

1 motionDetectionStatusAtC "Low” or “High” RO
HO1

2 motionDetectionDateAtCHO "yyyy-mm-dd hh-mm-ss" RO
1

2 motionDetectionAtCH2

1 motionDetectionStatusAtC "Low” or “High” RO
HO02

2 motionDetectionDateAtCHO "yyyy-mm-dd hh-mm-ss" RO
2

64 motionDetectionAtCH64

1 motionDetectionStatusAtC "Low” or “High” RO
H64

2 motionDetectionDateAtCH6 "yyyy-mm-dd hh-mm-ss" RO
4

4 videoAnalytics
1 videoAnalyticsAtCHO1

1 videoAnalyticsStatusAtCHO "Low” or “High” RO
1

2 videoAnalyticsDateAtCHO1 "yyyy-mm-dd hh-mm-ss" RO
2 videoAnalyticsAtCHO2

1 videoAnalyticsStatusAtCHO "Low” or “High” RO
2

2 videoAnalyticsDateAtCH02 "yyyy-mm-dd hh-mm-ss" RO
64 videoAnalyticsAtCH64

1 videoAnalyticsStatusAtCH6 "Low” or “High” RO
4

2 videoAnalyticsDateAtCH64 "yyyy-mm-dd hh-mm-ss" RO
5 faceDetection
1 faceDetectionAtCHO1
1 faceDetectionStatusAtCHO1 "Low” or “High” RO
2 faceDetectionDateAtCHO1  "yyyy-mm-dd hh-mm-ss" RO
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MIB Hierarchy Object Name Read/W
rite

64

64

faceDetectionAtCHO02
faceDetectionStatusAtCH02
faceDetectionDateAtCHO02
faceDetectionAtCH64
faceDetectionStatusAtCH64
faceDetectionDateAtCH64
networkDisconnection
networkDisconnection01

networkDisconnectionStat
usO01

networkDisconnectionDate
01

networkDisconnection02

networkDisconnectionStat
us02

networkDisconnectionDate
02

networkDisconnection04

networkDisconnectionStat
us04

networkDisconnectionDate
04

tamperingDetection
tamperingDetectionAtCHO1

tamperingDetectionStatusA
tCHO1

tamperingDetectionDateAt
CHO1

tamperingDetectionAtCHO2

tamperingDetectionStatusA
tCHO2

tamperingDetectionDateAt
CHO2

tamperingDetectionAtCH64

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

"Low” or “High”

"yyyy-mm-dd hh-mm-ss"

RO
RO

RO

RO

RO

RO

RO

RO

RO

RO

RO

RO

RO

RO
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MIB Hierarchy Object Name Read/W
rite

tamperingDetectionStatusA "Low” or “High”
tCH64

2 tamperingDetectionDateAt "yyyy-mm-dd hh-mm-ss" RO
CHé64

8 audioDetection
1 audioDetectionAtCHO1

1 audioDetectionStatusAtCH "Low” or “High” RO
01

2 audioDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss" RO
2 audioDetectionAtCHO2

1 audioDetectionStatusAtCH "Low” or “High” RO
02

2 audioDetectionDateAtCH02 "yyyy-mm-dd hh-mm-ss" RO
64 audioDetectionAtCH64

1 audioDetectionStatusAtCH "Low” or “High” RO
64

2 audioDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss" RO
9 defocusDetection
1 defocusDetectionAtCHO1

1 defocusDetectionStatusAtC "Low” or “High” RO
HO1

2 defocusDetectionDateAtCH "yyyy-mm-dd hh-mm-ss" RO
01

2 defocusDetectionAtCHO02

1 defocusDetectionStatusAtC "Low” or “High” RO
HO02

2 defocusDetectionDateAtCH "yyyy-mm-dd hh-mm-ss" RO
02

64 defocusDetectionAtCH64

1 defocusDetectionStatusAtC "Low” or “High” RO
H64

2 defocusDetectionDateAtCH "yyyy-mm-dd hh-mm-ss" RO
64

10 fogDetection
1 fogDetectionAtCHO1
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MIB Hierarchy Object Name Read/W
rite

fogDetectionStatusAtCHO1 "Low” or “High”

2 fogDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss" RO
2 fogDetectionAtCH02
1 fogDetectionStatusAtCHO2 "Low” or “High” RO
2 fogDetectionDateAtCHO02  "yyyy-mm-dd hh-mm-ss" RO
64 fogDetectionAtCH64
1 fogDetectionStatusAtCH64 "Low” or “High” RO
2 fogDetectionDateAtCH64  "yyyy-mm-dd hh-mm-ss" RO
11 soundClassification
1 soundClassificationAtCHO1
1 soundClassificationStatusA "Low” or “High” RO
tCHO1
2 soundClassificationDateAtC "yyyy-mm-dd hh-mm-ss" RO
HO1
2 soundClassificationAtCH02
1 soundClassificationStatusA "Low” or “High” RO
tCHO2
2 soundClassificationDateAtC "yyyy-mm-dd hh-mm-ss" RO
HO02
64 soundClassificationAtCH64
1 soundClassificationStatusA "Low” or “High” RO
tCH64
2 soundClassificationDateAtC "yyyy-mm-dd hh-mm-ss" RO
H64
12 shockDetection
1 shockDetectionAtCHO1
1 shockDetectionStatusAtCH "Low” or “High” RO
01
2 shockDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss" RO
2 shockDetectionAtCHO2
1 shockDetectionStatusAtCH "Low” or “High” RO
02
2 shockDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 shockDetectionAtCH64
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MIB Hierarchy Object Name Read/W
rite

shockDetectionStatusAtCH "Low” or “High”
64

2 shockDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss" RO
13 temperatureDetection

1 temperatureDetectionAtCH
01

1 temperatureDetectionStatu "Low” or “High” RO
SsAtCHO1

2 temperatureDetectionDate "yyyy-mm-dd hh-mm-ss" RO
AtCHO1

2 temperatureDetectionAtCH
02

1 temperatureDetectionStatu "Low” or “High” RO
sAtCHO2

2 temperatureDetectionDate "yyyy-mm-dd hh-mm-ss" RO
AtCHO02

64 temperatureDetectionAtCH
64

1 temperatureDetectionStatu "Low” or “High” RO
SAtCH64

2 temperatureDetectionDate "yyyy-mm-dd hh-mm-ss" RO
AtCH64

14 objectDetection
1 objectDetectionAtCHO1

1 objectDetectionStatusAtCH "Low” or “High” RO
01

2 objectDetectionDateAtCHO "yyyy-mm-dd hh-mm-ss" RO
1

2 objectDetectionAtCHO02

1 objectDetectionStatusAtCH "Low” or “High” RO
02

2 objectDetectionDateAtCHO "yyyy-mm-dd hh-mm-ss" RO
2

64 objectDetectionAtCH64

1 objectDetectionStatusAtCH "Low” or “High” RO
64

SNMP 11



MIB Hierarchy Object Name Read/W
rite

"yyyy-mm-dd hh-mm-ss"

12

A W N = oW N = oW N = oW N =

A W NN =

objectDetectionDateAtCH6

4
sdCard

sdCard01
sdCardCheck01
sdCardFullStatus01
sdCardFailStatus01
sdCardFormat01
sdCard02
sdCardCheck02
sdCardFullStatus02
sdCardFailStatus02
sdCardFormat02
sdCard03
sdCardCheck03
sdCardFullStatus03
sdCardFailStatus03
sdCardFormat03
sdCard04
sdCardCheck04
sdCardFullStatus04
sdCardFailStatus04
sdCardFormat04
sdCard05
sdCardCheck05
sdCardFullStatus05
sdCardFailStatus05
sdCardFormat05
hddStatus
hdd01Status
hdd01Check

"Not Install" or "Install"
"Not Full” or “Full”
"Normal” or “Fail”

IlOKll

"Not Install" or "Install"
"Not Full” or “Full”
"Normal” or “Fail”

IlOKll

"Not Install" or "Install"
"Not Full” or “Full”
"Normal” or “Fail”

IlOKll

"Not Install" or "Install"
"Not Full” or “Full”
"Normal” or “Fail”

llOKH

"Not Install" or "Install"
"Not Full” or “Full”
"Normal” or “Fail”

llOKll

"Not Installed" or
"Installed"

RO
RO
RO
RW

RO
RO
RO
RW

RO
RO
RO
RW

RO
RO
RO
RW

RO
RO
RO
RW

RO
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MIB Hierarchy Object Name Read/W
rite

SNMP

16

hdd01TotalSize
hdd01FullStatus

hddO1FailStatus

hdd02Status
hdd02Check

hdd02TotalSize
hdd02FullStatus

hdd02FailStatus

hdd16Status
hdd16Check

hdd16TotalSize
hdd16FullStatus

hdd16FailStatus

usbStatus
usbConn
usbDisconn

usbString

raidStatus
raidArray01Status
raidArray01Check
raidArrayOlLevel
raidArray01State

raidArray0O1FullStatus
raidArray01TotalSize

"xxxGB"

"Not Full","Full",
Raid”

"Not Full","Full",
Raid”

"Not Installed" or
"Installed"

"xxxGB"

"Not Full","Full",
Raid”

"Not Full","Full",
Raid”

"Not Installed" or
"Installed"

"xxxGB"

"Not Full","Full",
Raid”

"Not Full","Full",
Raid”

Supported by trap message

usbString
usbString

“Usb Connected”

Disconnected”

"Not Use", “Use
1,5,6

”»

“Under-

“Under-

“Under-

“Under-

“Under-

“Under-

, “Usb

“Active” , “Degraded”
“Rebuilding” , “Fail” ,

“Building”

“Not Full” , “Full”

“XxxGB”

RO

RO

RO

RO
RO

RO

RO

RO
RO

RO

RO
RO

RO



MIB Hierarchy Object Name Read/W
rite

10

10

3. Traps

raidArray01AssembleHDD

raidArray01AssembleCount
raidArray01RebuildPercent

raidArray01RebuildRemain
Time

raidArrayO1HDDListToChec
k

raidArray02Status
raidArray02Check
raidArray02Level
raidArray02State

raidArray02FullStatus
raidArray02TotalSize
raidArray02AssembleHDD

raidArray02AssembleCount
raidArray02RebuildPercent

raidArray02RebuildRemain
Time

raidArray02HDDListToChec
k

From “HDD01” to
“HDD16”

2to6
0to 100
0 to 60 (minutes)

From “HDD01” to
“HDD16”

[13 ”»

"Not Use", “Use
1,5,6

“Active” , “Degraded”

RO
RO
RO

RO

RO
RO

“Rebuilding” , “Fail” ,

“Building”
“Not Full” , “Full”
“xxxGB”

From “HDD01” to
“HDD16”

2to6
0to 100
0 to 60 (minutes)

From “HDD01” to
“HDD16”

RO
RO
RO

RO
RO
RO

RO

SNMP trap2 2t H[Z0| 2t2| ZZ2 20| X2/ Mo = HLIff= SNMP HA|X|2, Z2%t O|HE LIS & TLICh

DVRI} NVR2 LM Ol SNMP trap EF 2 X[ ¥ sHH = 571 2| EtRl(coldStart, warmStart, linkDown, linkUp, %

authenticationFailure)2

EtQl(coldStart, warmStart, linkUp 5

X|¢st= SNMP trap EFQI2 ofzfet Z&LCt.

coldStart: coldStart trap HIA|X[:= HMIZ 0| CEA| A|ZHS}HO]
- warmStart: warmStart trap HIA|X|= HIZ0| CtA| A|ZtSIH S

linkDown: linkDown trap HA|X|= ®|Z2| -0l Zehel o2 S4 xS

14

X|etL|ct. 7tHi2te] A<, linkDownE M| 2|8 4712] YEHE Q1 SNMP trap

5! authenticationFailure)2 X|&LIC},

Sof ofl2{7t EHRS 2 2

HHEOILt Fed0] HFEASS 2|0 gdL|Ct.

Lt 2FO|Lt 70l HAR|X| §iASE of0lL Ct

SNMP MIB 7}0|E



linkUp: linkUp trap HIAIXl= ®MZ2 270 ZetEl S4 MHE0| LUYUSS ool ct.

- authenticationFailure: authenticationFailure trap HIAIX|= T2 EZ H|A|X| £AX7t B E|X| AUASS

o0 gfL|Ct.
HEH3 7tH|2t= MZ0] USB C|HIO| A HZA| 2ot traps IR BfLICE.

usbConn: USB C|HIO| ATt HZE[A}S S o|O|RtL|Ct.

usbDisconn: USB C|HO|A AZO| SHA|=|AS S 20| L|Ct.
4. SNMP 7{HHE
ototH| ™ SNMP HME = ChS 3t Z&LICH
- snmpget: SiE OID| H|O|E{ 2t Tt 2= HUHE
Example Usage

snmpget -v [version] -c public [ip address] [OIDZ}]

- snmpwalk: gHHo|| 519 E2|2] 2E HI0|HE 7t = AHUE
Example Usage

snmpwalk -v [version] -c public [ip address] [OIDZt]

- snmpset: oiid OID2| H|0|E] gt HBEst= HUE
Example Usage

snmpset -v [version] -c public [ip address] [OIDZ}] [OIDZf Type]

4.1. SNMP version's 7{HHC 0f|A]
4.1.1. SNMP version 1, 2c

Example usage

ex1) snmpwalk -v 1 -c public 192.168.1.100 system +
ex2) snmpwalk -v 2¢ -c public 192.168.1.100 system +
ex3) snmpset -v 2c -c write 192.168.1.100 enterprises.36849.1.9.2.1.2.3.0s “OK”

- Option 8
o -v:snmp version to use (1 |2c| 3)
o -c:set the community string

- Types of OID values
o i INTEGER

SNMP
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(o}

u UNSIGNED

o sSTRING

o X HEX STRING

o d DECIMAL STRING
° nNULLOBJ

° 0OBJID

o tTIMETICKS

o alPADDRESS

o bBITS

4.1.2. SNMP version 3

- snmpwalk(snmpget) -v 3 -u [name] -l [level] -a [auth protocol] -A [password] [ip address] [OID value]

Example usage

ex1) snmpwalk -v 3 -u admin -l authNoPriv -a MD5 -A admin4321 192.168.1.100 system
ex2) snmpset -v 3 -u admin -l authNoPriv -a MD5 -A admin4321 192.168.1.100
enterprises.36849.1.9.2.1.2.3.0s “OK”

ex3) snmpwalk -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100 system
ex4) snmpwalk -v 3 -u admin -l autoPriv -a SHA-256 -A admin4321 -x AES -X admin4321
192.168.1.100 enterprises.36849 +

ex5) snmpset -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849.1.9.2.1.2.3.0s “OK”

- Option &Y
° -u:security name
o -|:security level (noAuthNoPriv | authNoPriv | authPriv)
o -A: authentication protocol pass phrase.

o -a:authentication protocol (MD5 | SHA-256)

NOTE SHA-256 Q153 ZEEZ2 X A|2|X 2.00 HT, P A|2|= 2.00 HE R E X| 2 EfLIC}

5. SNMP # 2|t 22} of| ]
5.1. SNMP Query
SNMP 215 27| |et 22| 2 o H I LICt.

#!/bin/sh

target_ip=192.168.1.100

echo

16 SNMP MIB 7}0| =



echo "##t##H A
echo Starget_ip

echo "#it#HHH
echo

echo " MIB Tre@------m-mmmmmmmemeee "

echo "iso.org.dod.intenet.private.enterprise (1.3.6.1.4.1)"
echo " ~.hanwhaVision.securitySolution.products (~.36849.1.9)"

echo"

echo

echo "-------mmmeeeeee System Information-------------------
echo "[MEXME, ME ID, 28 = Zat A2 HEEH]"
snmpget -v 1 -c public Starget_ip sysDescr.0
snmpget -v 1 -c public Starget_ip sysObjectID.0
snmpget -v 1 -c public Starget_ip sysUpTime.0
snmpget -v 1 -c public Starget_ip sysName.0

echo

echo "--—--——-mmmm - Disk Information

echo "[Flash HIZ2|2] TH| T, A2 52 2, Hot U= EF, AHE HIE]"
snmpget -v 1 -c public Starget_ip dskTotal.1

snmpget -v 1 -c public Starget_ip dskAvail.1

snmpget -v 1 -c public Starget_ip dskUsed.1

snmpget -v 1 -c public Starget_ip dskPercent.1

echo

echo "[Ram H[22|2| 37|, ALE &2l 37|(integer * 1K = xxxKbytes)]"
snmpget -v 1 -c public Starget_ip hrStorageDescr.1

snmpget -v 1 -c public Starget_ip hrStorageSize.1
SNMP
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snmpget -v 1 -c public Starget_ip hrStorageUsed.1

echo "[/ CIAER|Q 37|, At &2l 37| (integer * 4K = xxxKbytes)]"

snmpget -v 1 -c public Starget_ip hrStorageDescr.31

snmpget -v 1 -c public Starget_ip hrStorageSize.31

snmpget -v 1 -c public Starget_ip hrStorageUsed.31

echo "[/mmt/mmc(SD Card) CI&Ez2] 37|, AL &2l 37| (integer * 4K = xxxKbytes)]"
[SNB-6004, SNB-6003, SND-6084, SND-6083, SNO-6084R, SND-6084R, SNV-6084R, SNV-6012M]
snmpget -v 1 -c public Starget_ip hrStorageDescr.41

snmpget -v 1 -c public Starget_ip hrStorageSize.41

snmpget -v 1 -c public Starget_ip hrStorageUsed.41

[Other Models: 60044 € 0] Ot 2 &)

snmpget -v 1 -c public Starget_ip hrStorageDescr.36

snmpget -v 1 -c public Starget_ip hrStorageSize.36

snmpget -v 1 -c public Starget_ip hrStorageUsed.36

echo

echo "[1E27Zt B& 25, 522t W £, 1522 B £5}]"
snmpget -v 1 -c public Starget_ip laLoad.1
snmpget -v 1 -c public Starget_ip laLoad.2
snmpget -v 1 -c public Starget_ip laLoad.3

echo

echo "[UIEY3S 22|X2 £ MAC T4, 23 E2fi(bytes), &2 E2 Tl (bytes)]"
snmpget -v 1 -c public Starget_ip ifSpeed.1

snmpget -v 1 -c public Starget_ip ifPhysAddress.1

snmpget -v 1 -c public Starget_ip ifiInOctets.1

snmpget -v 1 -c public Starget_ip ifOutOctets.1
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snmpget -v 1 -c public Starget_ip ifName.1
snmpget -v 1 -c public Starget_ip ifSpeed.2
snmpget -v 1 -c public Starget_ip ifPhysAddress.2
snmpget -v 1 -c public Starget_ip ifinOctets.2
snmpget -v 1 -c public Starget_ip ifOutOctets.2
snmpget -v 1 -c public Starget_ip ifName.2
snmpget -v 1 -c public Starget_ip ifSpeed.3
snmpget -v 1 -c public Starget_ip ifPhysAddress.3
snmpget -v 1 -c public Starget_ip ifiInOctets.3
snmpget -v 1 -c public Starget_ip ifOutOctets.3
snmpget -v 1 -c public Starget_ip ifName.3
snmpget -v 1 -c public Starget_ip ifSpeed.4
snmpget -v 1 -c public Starget_ip ifPhysAddress.4
snmpget -v 1 -c public Starget_ip ifInOctets.4
snmpget -v 1 -c public Starget_ip ifOutOctets.4
snmpget -v 1 -c public Starget_ip ifName.4

echo

echo "[HA| 22|, ot A= HZE]]"
snmpget -v 1 -c public Starget_ip memTotalReal.0

snmpget -v 1 -c public Starget_ip memAuvailReal.0

echo
IOl EsSS Test End- "
echo

5.2. SNMP Result

HIESI3 72t XNZ-63202| SNMP Z1t= CH2 ot Z&L|Ct
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XNZ-6320 SNMP Output

HAHHHHHHHHHH IR RHH
192.168.1.100

HAHHHHHHHHHHIHHHHHHH

Otz LiE2 MIB TreeZT}QIL|CE.

== MIB Tree ==

iso.org.dod.intenet.private.enterprise (1.3.6.1.4.1)

~.hanwhaVision.securitySolution.products (~.36849.1.9)

Of2 L2 System InformationL|Ct, MEMH, HE ID, 22 = A1} A[ZH0:10:54.49 10 £ 54 %£49), M| ZHO|
HA|ELICE

SNMPv2-MIB::sysDescr.0 = STRING: Hanwha WiseNet IP Camera
SNMPv2-MIB::sysObjectID.0 = OID: SNMPv2-SMl::enterprises.36849.1.9
DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (65449) 0:10:54.49
SNMPv2-MIB::sysName.0 = STRING: XNZ-6320

Ot2H LHE 2 Disk InformationILIC}. Flash H22|Q] H M| 2H 2k 678G), AF2 7ts 22 (2 63G), AH23t 22F(f
579G), AF2 H|£(90%)0| EA|ElL|Ct,

————————————————— Disk Information
UCD-SNMP-MIB::dskTotal.1 = INTEGER: 711016128
UCD-SNMP-MIB::dskAvail.1 = INTEGER: 67092156

UCD-SNMP-MIB::dskUsed.1 = INTEGER: 607223936

UCD-SNMP-MIB::dskPercent.1 = INTEGER: 90

of2H L2 Storage InformationL|Ct.

20 SNMP MIB 7}0| =



HOST-RESOURCES-MIB::hrStorageDescr.1 = STRING: Physical memory
HOST-RESOURCES-MIB::hrStorageSize.1 = INTEGER: 96788
HOST-RESOURCES-MIB::hrStorageUsed.1 = INTEGER: 36908

RAM M2 2| 37](96788x 1K =99119012Bytes), AtE 52l 37((36908x 1K = 37793792Bytes)7t
HA|ElL|C}

HOST-RESOURCES-MIB::hrStorageDescr.31 = STRING: /
HOST-RESOURCES-MIB::hrStorageSize.31 = INTEGER: 177754036
HOST-RESOURCES-MIB::hrStorageUsed.31 = INTEGER: 151800863

/ CI=E 2|2 37|(177754036x 4K = 711016144Kbytes), AtE &2l 37((151800863x 4K =
621776334848Kbytes) 7t HA[EL|CE.

HOST-RESOURCES-MIB::hrStorageDescr.36 = STRING: /mnt/logdb
HOST-RESOURCES-MIB::hrStorageSize.36 = INTEGER: 1024
HOST-RESOURCES-MIB::hrStorageUsed.36 = INTEGER: 209

/mnt/mmc(SD Card) E|ZIE{2|9] 37|(1024x 4K = 4096Kbytes), , AH2 £91 37|(209x 4K = 836Kbytes) 7}

HA|ELIC,

Otz LI CPU Load Information&L|LC}.

UCD-SNMP-MIB::laLoad.1 = STRING: 0.00

UCD-SNMP-MIB::laLoad.2 = STRING: 0.09

UCD-SNMP-MIB::laLoad.3 = STRING: 0.06

laLoad.1 2 1 27t HHR3} laLoad.2 =5 27t 723}, laLoad.3 2 15 27t WA 2SS LIEHLICE. F,
CPU1IME E2MAT} T A2 SOt WA O 2 HIN7L SEE| D JU=X] EAISH FLICL OE =

laLoad.1 0] 1.50 0|H 15t W R MO Z T A|A 1707} Active AEHO| AU T 0.5702 ZEMHA =
CH | AEHRIS 2 EHFELICH £242 THE s AEiQI S 90|t}

Of2H LI & Network Interface Information®!L|C}.

IF-MIB::ifSpeed.1 = Gauge32: 10000000

SNMP
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IF-MIB::ifPhysAddress.1 = STRING:
IF-MIB::ifInOctets.1 = Counter32: 0
IF-MIB::ifOutOctets.1 = Counter32: 0
IF-MIB::ifName.1 = STRING: lo

IF-MIB::ifSpeed.2 = Gauge32: 100000000
IF-MIB::ifPhysAddress.2 = STRING: 0:9:18:70:9b:e0
IF-MIB::ifInOctets.2 = Counter32: 23640565
IF-MIB::ifOutOctets.2 = Counter32: 1294399
IF-MIB::ifName.2 = STRING: eth0

IF-MIB::ifSpeed.2 = Gauge32: 1000000002 HIE®{F 2| E2|X 2l £ (100Mbps)E LEILHEH, MAC
Z2(0:9:18:70:9b:e0), 2= E2 (3237762 bytes), &3 E2l|&(135629515bytes)0| EA|ELICE,

otz LHE 2 Memory InformationL|Ct.

UCD-SNMP-MIB::memTotalReal.0 = INTEGER: 96788 kB
UCD-SNMP-MIB::memAvailReal.0 = INTEGER: 61164 kB
A HI22|(96788 kB), Lot = HI2 2| (61164 kB)7+ EA|ZICE,

----------------- Test End .

. SNMP HIAE

¢rotH| T SNMP MIBE Soli AIAH, O[HIE, ClIO|H XME &K 52 2

S A
HHE = ASLICL

i

MIB version 12 AF238t T QICHH, 2t C|HIO|A® MIB A ES  ‘SNMP MIB 7t0|= 24 V1.0
(HTW_SNMP_MIB_Guide_ko.pdf)’ = &mslAAIL.

SNMP M E= OID 2T SHSIH, A 0|2 2= SHBHA| b5 LICh ESH SNMP HME & snmpgets 273 &
(= oS OID Ot 22l .02 20| A A FLICY,

6.1. snmpwalk Command
SNMP v1

snmpwalk -v 1 -c public 192.168.1.100 enterprises.36849
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SNMP v2c

snmpwalk -v 2c -c public 192.168.1.100enterprises.36849

TIP public2 3l C|H}O| A RE0{0f| M AH S read community O|EQIL|CE.
SNMP v3

SNMP v3: snmpwalk -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849

SNMP version3E AtE5t2{H ClHIO| A HROOM L EES HTTPS 2ot B4 REZ &F0 0
gfLct.

NOTE SNMP version39| IDQ} H|ZHH S X7|Z+ ZH adminat admin4321QL|Ct. H|2HS = C|HFO| A
HE 02| SNMP AX H|0|X| 0| A *E* 3t 2~ AOM x| A 8Kt O| MO 2 X|HBHOF BfL|CE.

SHA-256 Q15 Z2EZ=2 X A|2[= 2.00 HT, P A|2|= 2.00 HE R E X| 2 gfL|C},
6.2. snmpget Command
SNMP v1

snmpget -v 1 -c public 192.168.1.100 enterprises.36849.1.2.1.1.0

SNMP v2c

SNMP v2c: snmpget -v 2¢ -¢ public 192.168.1.100 enterprises.36849.1.9.1.0

TIP public2 s C|HIO|A EF0{0| M HE St read community OIS ILICE
SNMP v3

snmpget -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849.1.9.1.0 +
<Result value> SNMPv2-SMI::enterprises.36849.1.9.1.0 = STRING: “XNZ-6320”

6.3. snmpset Command
SNMP v1

snmpset -v 1 -c public 192.168.1.100 enterprises.36849.1.9.2.1.2.0s “2011-10-30 11:40:31”

SNMP



SNMP v2c

snmpset -v 2¢ -c write 192.168.1.100 enterprises.36849.1.9.2.1.2.0s “2011-10-30 11:40:31”

TIP public2 s{e C|HtO|A A F0{0l| A HH Tt read community O| S ILICH.
SNMP v3

snmpset -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849.1.9.2.1.2.0s “2011-10-30 11:40:31”
<Result value> SNMPv2-SMI::enterprises.36849.1.9.2.1.2.0 = STRING: “2011-10-30 11:40:31”
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