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A2 9 E S0 dEtM o2 A8 E|= Log4), Curl, Apache Struts, and OpenSSL 1t 22
ge| Yl EAA AZEQIOo FOfFO| ROl LALJUSUCH Ol 7[YOILf
Egs

FoH0| €7 RYE & QUChs A2 BOBLC

oEAA AmEQ OO HOt BHO| SH £TEQO(0] Hls| B P40t2LE O Liwctn
Ut HE QKT B JKR| AP A2 2ARSIE FHEOC Yk EAA
ADEQ0fo] SH4 HOt HEIIS0| oof @EAA FO[HO| A4 00| REAA
MENAS HBAZIS APY M2 @ Holaks MYLICHL d2iu AREQ 0o Hyye
3IYS Yets +ToE ABE & ABLIC,

7] o FUEl= EFAF AZEQ[0], E3] QEAA AT EQ0Q

THRAE AA2|stE A0l T2 iR 11, SBOM (Software Bill Of Materials) O|2t= 22|
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Ol2 ol ototH|ME2 =X 2 2ot HFE CHYQ 2E # OofE2[A0|M AlFZ|E
ZZME(OWASP, https://owasp.org/)?t F=ESt= AFO|ZE DX ZS{Z SBOM H{IE

2 Mdgstd sBOM wEE|E[E Sl AOIZE DX EES TForsAl

Welcome to the sbom-utility! Version ‘v0.16.0' (sbom-utility) (windows/amdé6l)

] Loading (embedded) default schema config file: ‘config.json*...

] Loading (embedded) default license policy file: ‘license.json"...

Attempting to load and unmarshal data from: ‘../SBOM_PNM-C16@83RQZ, PNM-C32083RQZ_24@722_EN_cyclonedx.json*. ..
Successfully unmarshalled data from: ‘../SBOM_PNM-C16083RQZ,PNM-C32083RQZ_2U0722_EN_cyclonedx.json®
Determining file's BOM format and version...

Determined BOM format, version (variant): ‘CycloneDX‘, ‘1.6 (latest)

Matching BOM schema (for validation): schema/cyclonedx/1.6/bom-1.6.schema.json

Loading schema ‘schema/cyclonedx/1.6/bom=-1.6.schema.json". ..

Schema ‘schema/cyclonedx/1.6/bom-1.6.schema.json loaded.

Validating ‘../SBOM_PNM-C16083RQZ,PNM-C32083RQZ_2U0722_EN_cyclonedx.json". ..

BOM valid against JSON schema: ‘true‘
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2.1. ¢totH|H sBome| EH

SIZHIME EAA AZERQI0 HEHEQO| Ol HM, X, 7|sdd, 2to|Ma,
A AKX E2E AYXHCommon Platform Enumeration (CPE)), Ii7|X| URL (purl)

A Fofd X Y2 S SBOM O M0l YEES FASH 2|gL
m SBOMO|N XS3st= &

v" Name (components > name)

| name: ”lighttpd“|

v Version (components > version)

| version: "1.4,53" |

v Source url (components > supplier > url)

w supplier:
v url:

2 “hitos:/Swaww, Lighttpd, net™

v Functional description (components > description)

w description: "lighttpd (pronounced flighty/) is a secure, fast, compliant, and very flexible web server
that has been optimized for high-performance environments. lighttpd uses memory and CPU
efficiently and has lower resgurce use than other popular web servers. Its advanced
feature-set (FastCel, C€GI, Auth, output-Compression, URL-Rewriting and much more) make
lighttpd the perfect web server for all systems, small and large.”

v License (components > licenses > license > name)

v licenses:
v B!
w license:

name: "BSD 3-clause License”

v Copyright holder (components > copyright)

v copyright: "copyright {c) 1991-1992, RSA Data Security, Inc.\nCopyright {c) 1995-199: Open Market,
Inc.\nCopyright (c) 2818, woric Kobota\nCopyright (c) 2e17, Glenn strauss\nCopyright (c)
224, lJan Kneschke, Incremental "

v' CPE [Common Platform Enumeration] (components > cpe)

[ EXiote 422 MS]

| cpe: "cpe:2.3:a:lighttpd:lighttpd:1.4.53 = % ® == =n |

v Purl [Package Uniform Resource Locators] (components > purl)

[ EXiote 42 MS]

[ purl: "pkg:deb/debian/lighttpd@l.4.53-4%2Bdeb1oul” |
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v" Vulnerability patch (components > pedigree > patches) [ Zist= Z28 M&S

v pedigree:

v patches:

v 8:
type: "cherry-pick”
v resolves:
v 8:
type: "security”
id: "CVE-2822-45988"
name : "CVE-2822-46988"

¥ sgurce:
name: “"Hational vulnerability Database”™

url: “httos:Sonvd nist, govSvuln/detail A CVE-2822-465858"
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Download
Datasheet Manuals CAD Certification A&E Document Quick Guide Online Help OpenSourceLicense m Firmware

Select all Category File Name Last Updated

SBOM SBOM_PNM-C16083RQZ_240730_EN_cyclonedx.json 2024-08-08

Download Selected Items -

[12 2] SBOM C2ZE 0| X|
SBOM 2 AZEQIY EHME =0|=0 ZI2% I9¥s otH, 10| AtEg
A~TEQOf0| CHSY HEo| o2t ZAHE = L
HZEAOIAM HM28t= SBOM 0Of o= AZEQ

4:

xlopy g o

B SBOM 112 ALE A[L}Z|2:
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SE M0 oy 22 g0 SaSYNZE HiZe MEE SBOM = dAMsto of

2 3t5H|M = H0|X| - https://www.hanwhavision.com

Hanwha Vision Cloud Solution Security and Data Protection 7




M Z= A0
A

L|Ct.

8

=

.

210 =g K]

el;

Ao Z,

i

.
[¢]

[ |
—

74
o

3

-
il

t. 55 EOQt CVE 7F O|H
=)

N

—

—

OJ %]

SES
OF =
dg=

E
of

it
=

LN

S E|

Q| F0f
0] &

S
=

F

o
2

VS ol
7
ES

F
b

C
o

I

.
[e]

o

alm

AN

HXl(SBOM 2| RaH(pedigree) HE)7t YeX

oto
O

i
3. SBOM Of F[efd mHX|7} &}

W]

1

et X9l 017 AFELC,

StM&.]

K
xa

mjn

I

=X

H

=
KO

.l

7] EHo x&

F

K0
o/l
olo

L

—_

[AEAM S

ZEHO9 Fefds F7IMez 2L HESH

—

t

m SBOM LS ZEZAA AT:
. oret

jol
il

<r

ofn
B0

7t5to] 2|

rgi

o

ZELIO0o] HH YOO|E = IiX|

<

Hanwha Vision Cloud Solution Security and Data Protection



2.3. SBOM2| StA|e}t T 1}A|

AT EZ0f

1510

q
=

il

oA 7t

SBOM 0=

2=

o

StoHH| ™ SBOM Hi = CHAF apX|:

Ao HA v24.00.00 £ E HYZEL|CH

0] HA™ v24.00.00 O] A

SBOM 2 H

= BiZ CHEoA A<

it
=

|
[=|

m SBOM &H vs tHH:

: Ao AZER0] IR0 Lt

NS |
[ > |
Ferdol thol A

—_

joll
0o

ol

NG
o

mjn

%0

mEQof By 3t 2

<

g CIBtO]

E
=

0, s7he S22 215

ﬂ..H
o
100
oK

A

b

ol
ol

H|X SBOM

{0

-
ot

SBOM O

270 ZeE0] UK

= =M~
L O 10 O

X HZ2| sBOM O

N
o

ot

M elE Lt

AZEQOl

mjn

=0 tiiet

Jo.

ol Jd
K 1
o~
ol 7o
Ko __
X
H Z
K KO
T
T o
u =
(@]
o
I1 K
i
<l 3%
<q
A ™=
of
o
Kr -1
Y
- &
S
o -
Klo =
o o
K =
1=
o <
W =
<k o
mu o
N K
%04
PURES
or
XF O

LICE.

I

-
o
=]

A0l H &2

Hanwha Vision Cloud Solution Security and Data Protection



oW THF < WR B
I T < K T OF
mwjjtﬂo.n__ mwoaﬂ
Joaw L © oF Ol K
o T 5 5 m A on
£ 0 & qp © — 2 O
ol on  — N X0
QR+ODOM| KO - of

_%%._ﬁ RF
—_ Lljl N

ol 5 w2 = Ol S
|7A_._._Mo “_._.___.A
o S = B = n
B VR I m Al o
= 50 <1 d
o ol Ol = R _ <l
et 33 = -
_._._o_qu_/_uo_E |_.A_|A._H
M = ¢ Ho Eﬂ HJ a1
WR o T ow
o4 .EF%MBHW._O Jolll
EDIE_/SAE ._ﬁ:lomm_.
MMOTJ._nm_.._MM E___._l_u_
Sydwmi4 Husw
< Ty~ . 9 0o o
_u__._“_.ﬂm:_ _n_o._w_._.__nuwm|
“_u_l_o_;d# |Or._HmH_|J|
N g o W 1
s} &mgﬂmﬂo_amm
o I _ o o= &K
R <R 85 o
MWL AT gy AW
Mo ME o w oL
RO DR B (R ol
ol_.MummEozE ELuo_

= KF S ol i . I

gl 2 T R oy

op <l z=or o =< &~ o

= 4 @m0 o TmSF K

R N e = A

n O B 0o N o - 7w KO K-

10

e

1l

CNA(CVE Numbering Authority: CVE H& 20O 7|Zh2

Dol HEHAE, YR JHEAE g2z I BI2E
MAXMC B FAl M= 202 AsE AYLIC

Hanwha Vision Cloud Solution Security and Data Protection



Hanwha Vision Co., Ltd.

13488 Hanwha Vision R&D Center,

6 Pangyo-ro 319-gil, Bundang-gu, Seongnam-si, Gyeonggi-do
TEL 070.7147.8771-8

FAX 031.8018.3715

www.HanwhaVision.com
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